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ABSTRACT: Agile methodology such as Extreme Programming (XP) has gained enough recognition as efficient
development process by delivering software fast even under the time constrains. However, like other agile methods
including Scrum, Feature Driven Development (FDD), DSDM and, XP has also been criticized because of
unavailability of security element in its twelve practices. In order to have a deeper look into the matter and discover
more about the reality, we conducted a systematic literature review (SLR) and studied the literature and software
solutions between 2000 to 2012. Our findings highlight that the in its current form the XP model partially support
integrating Software Security with its twelve practices. Although, there are a few researches on this topics but the
detailed information about their usage and outcome is not yet published. Thus we conclude that the existing twelve
practices of XP are not enough hence security based practices in XP need to be proposed.
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INTRODUCTION
Agile methodologies have had an important impact on
software development practices in recent years [17]. A
significant amount of positive feedback has been noted from
the organizations [31,47] that practice agile methods. Their
statements [7,11] suggest that agile methods help during the
software development process by emphasizing rapid
development. This, along with an ability to quickly respond
to changes in requirements, leads to a high degree of
customer satisfaction. Agile methods are more flexible and
help to reduce iterations. However, they need to follow
several rules related to the agile manifesto, including those
concerning less documentation and team member
interactions, which provide for appropriate communication
with customers and other users.
On the other hand, some researchers and practitioners
[7,52,43,6] have noted that, in software development, rapid
development and changing requirements are not the only
issues. They highlighted another critical software problem —
software security [1]. In other words, the rapid development
of software that is secure. Unfortunately, agile
methodologies such as Scrum, FDD, DSDM and XP do not
suggest or include security elements in their models. In
general, the exclusion of security elements from the agile
development process creates vulnerable software. This leads
to reiteration in order to make the software secure, which
affects the project timeline, significantly raises costs, and
negatively affects customer satisfaction, which ultimately
diminishes the notion of such a methodology being "agile."

In this paper, we explore both points of view in detail.
We also present our own point of view on the existing agile
models, methods and systems that have integrated security
into XP practices. The twelve practices of XP are as follows:
the planning game, small releases, system metaphor, simple
design, continuous testing, refactoring, pair programming,
collective code ownership, continuous integration, 40-hour
work week, on-site customer, coding standards.

In order to perform a more detailed examination, this
study aims to discover whether or not integration between

software security and XP can be performed. The results of
this study will enable researchers and practitioners to
understand and identify how software security can be
improved, particularly inside XP practices, while
maintaining “agility.”

The objectives of this paper are:
1. To review the possible software security issues that are
raised while using XP practices.
2. To identify whether it is feasible to integrate security
elements into XP as a whole.
Detailed discussion regarding these objectives is provided in
the following sections, which are organized according to the
[46] guidelines. [Section 2] presents the review process
based on our defined research questions. [Section 3] explains
the results. [Section 4] presents the discussion. The final
section presents the conclusion and discusses possible future
research.

1 Review Process

In order to perform a literature review, we decided to use
SLR [12], since it helps to identify, classify, assess and
understand the entirety of searched contents according to
research topics. Furthermore, it is able to provide answers to
the defined research questions. The next section provides
further elaboration regarding the research questions defined
to perform SLR.

1.1  Research Questions

In order to identify and understand the specific findings
based on the topics in papers, [40] suggested five criteria
known as Population, Intervention, Comparison, Outcomes,
and Context (PICOC). Therefore, we use the same criteria to
structure the research question as shown in Table 1.

The following research questions are defined based on
PICOC.

[Q1] Have the security elements been discussed for XP and
how much research has mentioned them?
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Table 1: PICOC criteria and an explanation of each
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Table 4: PICOC for Question 3

criterion Criteria Scope
Criteria Meaning Population Finding the existing modgl or framework for
: Secured Extreme Programming methodologies.
Population Who or What? -
= H How? Intervention | Secure XP methodology
ntervention OW" - Comparison | Existing secure XP model article
Comparison Compared to what / what is out S O . < <P odel
p the alternative? utcomes uggest improving the existing secure mode
What are we trying to with a better one _
Outcomes accomplish, improve, Context Auvailability of suitable secure agile model
effect? According to Q3 (in Table 4), the scope of population
Context Under what circumstances? involves finding any existing Secure XP model. It is

Table 2: PICOC for Question 1

Criteria Scope

popuiaton | F110 e e, o pars Tl

Intervention | XP and Security

Comparison | None

Outcomes Understanding _hoyv security elements
can be adopted inside an XP model

Context Awareness

As stated in Table 2, Q1 is concerned with the number of
papers found that mention security adoption inside an XP
model. This question was defined as such in order to provide
an understanding regarding state-of-the-art research. As the
primary focus is the number of related articles, this question
usually does not include a comparison (C).

[@2] How much research mentioned security elements that
could help in this study?

Table 3: PICOC for Question 2

Criteria Scope
Finding the amount of research
Population mentioning security elements that

could help in this study.

Intervention Software security and XP

Comparison None

Outcomes Suggest security elements that
could help reduce the
vulnerabilities in an XP model

Context Security

In Q2 (in Table 3), the aim is to find existing papers
mentioning security elements that could help in this study. In
addition to the classical limitations of XP related to security,
issues such as conflict regarding SE standards with the
security engineering standards [52] were considered. The
findings of this research may help to highlight possible
methods for reducing the existing issues in software security
in other agile processes.

[Q3] Are there any particular models or frameworks that
relate to secure XP methodologies?

necessary to answer this research question in order to
discover whether or not a secure XP model exists. If an
answer is discovered, then improvements can be made based
on the existing model. These improvements, including those
made to the development phase, roles, and tools, will
provide more scalability to a secure agile model.

[Q4] What is the level of acceptance in a software
development environment in regards to the XP model?

Table 5: PICOC for Question 4

Criteria Scope
Acceptance of the XP model in
Population a real-world software

development environment.
XP methodology

Intervention

Comparison None

Outcomes Suggest how to measure the
conformity XP model that may
be accepted by real life
software development
environment

Context Testing, compatibility

The answer to Q4 (in Table 5) is necessary in order to
measure the conformity of an XP model in a real-world
software development environment. The answers to this
question may help to prepare any future case studies which
might be necessary to test the compatibility of security
elements in real-world agile activities.

1.2  Data Sources

In this study, several data sources have been used as
suggested by Emam Hossain (2009). Table 6 shows a list of
the electronic database sources that have been used to
discover the answers to the research questions. Among
others, we included Google Scholar as an electronic database
source since it is free and papers are easy to download when
compared to the other sources.

Table 6: Electronic Sources

Source URL

Springer http://www.springerlink.com

ScienceDirect

http://www.sciencedirect.com
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IEEE Xplore | http://ieeexplore.ieee.org

g:ho(?lz http://scholar.google.com

Subject https://www.isc2.org/csslp-

Matter whitepaper.aspx

websites http://www.asapm.org
http://www.featuredrivendevelopm

Thesis ent.com/
node/699

1.3 Search String

The search strings that were used in electronic database
sources are as follows:

(Agile Methodologies OR Extreme Programming OR XP)
AND (Software Security OR Secure Web Applications OR
Threat)

However, in order to search the information about Secured
Extreme Programming (XP), the search string was modified
to:

(Extreme Programming OR XP) AND (Software Security
OR Secured OR Secure)

In this study, the searches were performed based on a
specific time period between the years 2000-2012. The range
of research was limited to journals and conference
proceedings. However, a few websites and related books
were also considered and studied.

1.4 Selection Criteria

There were two types of filtering criteria defined for finding
related sources — inclusion and exclusion. The inclusion
criteria primarily targeted agile methodologies and focused
on security elements of the XP practices. The exclusion
criteria focused on the general concept of agility. It is
important to note that the inclusion and exclusion criteria are
not used simply to find papers randomly, but rather to
identify appropriate research about the related topic.

2 RESULT

2.1  Findings in Appendix A

The Table ‘Appendix A’ shows the results of the research
sources that have been found during SLR. After evaluating
the papers, we could identify only 45 papers based on the
inclusion criterion. The papers that were excluded did not
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information about relevant studies. Furthermore, they did not
realize the defined research questions.

2.2 A Year-wise Published Papers

Next, a review on these identified publications has been
conducted. The year and number of collected publications is
shown in the graph below (Figure 1).

Number of Publication(s) vs
Year

10

2000
2004
2005
2006
2007
2008
2009

2001
2002
2003
2010
2011
2012

Figure 1: Number of Publications verses Year

Figure 1 illustrates that the sources were selected from the
years 2000-2012. The minimum number of related
publications was found from 2000 until 2003, with only one
publication in each year. The year 2008 has the highest
number of publications (nine). However, on average, 3.23
related publications were found per year.

2.3 Relevant Conference or Journal

Table 7 shows the list of journals and conferences papers
found using qualitative analysis. Papers from ICS have the
highest number of recorded collections. Book reviews
follow with the second highest number. The mode is the
number that is repeated more often than any other, so one
out of 22 publications is the mode.

Each source has a different type of publication such as
journals, proceedings and books. Seven of them are listed
under journal type; six of them are book; two are from
accessed type (websites) and one is from thesis type. The
rest are proceedings. In order to find the right source for
secure software development in XP, ICS was the most

present enough information or contained incomplete suitable choige due to the security issues being primarily
related to society.
Source Acronym Type Number of
Publications
IEEE Software Software Proceeding 3
IEEE Computer Society ICS Proceeding 11
IEEE Symposmm Computerand  IEEE _ Proceeding 1
Information Symposium
Lecture Note Computer Science LNCS Proceeding 2
Lecture Notes in Bu§|ness LNBIP Journal 1
Information Processing
IET Software IET Journal 1
Association for Computing ACM Proceeding 2

Machinery
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Conference of the South African
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Institute of Computer Scientists SAICSIT Proceeding 1
and Information Technologists

IEEE Transaction on Dependable TDSC Journal 1
and Secure Computing

Software Production WS Proceeding
Information and Software IST Journal 3
Technology

The Journal of Systems and JOSS Journal 5
Software

IEEE International Conference on .
Systems, Man, and Cybernetics 2SN Feestalng
IEEI_E Tra_nsactlons on Software TSE Proceeding 1
Engineering

Information Systems IS Journal 1
Information Security Technical ISTR Journal 1
Report

IEE_E g:omputer and Reliability Proceeding 1
Societies

Information Technology Journal ITJ Journal 1
Final Project for CSCIE CSCIE Thesis 1
The O_pen Web il OWASP Proceeding 1
Security Project

Malaysian Conference in .
Software Engineering HYHEC Freseesing 4
Book Review Book Book 6
Website Accessed 2

Table 7: Journal and Conference Papers Found

3 DISCUSSION

According to the research questions that have been defined
in [Section 3], this section discusses the findings based on
the selected sources as shown in Table 7 above.

Q1: Has software security been proposed for XP and how
much research makes mention of it?

In order to find an answer to Q1, we studied five papers:
S44, S30, S36, S29 and S45. Some of those papers, such as
S30, S29 and S45 explain the development of secure
software using XP practices, partially discussing the issues
that occur during the integration of security into the XP
model.

Based on this study, S44 came to a conclusion based
primarily on theoretical analysis that made mention of
perspective among each author in regards to issues
concerning secure forms of XP. On the contrary, a detailed
discussion on the importance of integrating security into XP
practices is presented by S30 in a paper titled “Improved
Extreme Programming Methodology with inbuilt security.”
This paper displays an improved XP framework that is more
structured and adopts security elements into XP practices. In
order to prevent vulnerabilities at an early phase, risk
assessment has been performed in an iterative fashion, as
suggested by S1.

In addition, there are several papers that lead security on
agile methodologies, such as S7, S15 and S21. The majority

of papers, such as S2, S4, S6, S8, S9, S12, S13, S18, S20,
S22, S23, S24, S28, S32, S34, S35, S39 and S40 are only
about the detailed introduction of agile and XP.

Q2: How much research mentioned security elements that
could help in this study?

Based on Question 2, around 18 papers were found that
mentioned security elements that could help in securing the
XP model. These included S1, S3, S5, S10, S11, S15, S16,
S19, S27, S31, S37, S42, and S43. Most of them focus on
issues that occur during the SE development process that
introduce vulnerabilities into the system, such as SQL
injection, Cross-site Scripting (XSS), attack trees and
unsecured architecture design.

Other cases, such as S29, S30, S36 and S45 claim that
security elements cannot be suitably integrated into the XP
process. For example, XP does not prioritize design
documentation and its detailed interface specifications are
not compatible with the security engineering standard.
However, to get a better understanding of what software
security all about, the explanation in S1, S42 helps to
highlight the issues that occur during each development
phase. Furthermore, it discusses solutions on how to prevent
vulnerabilities and threats during the development process.

Q3: Are there any particular models or frameworks that
relate to secure XP methodologies?
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In regards to Question 3, only one recent paper—S30,
published at the 2011 IEEE conference—presents a
proposed framework for secure web application
development in an XP model. However, according to this
paper the framework was still in progress. Based on S30, the
creation of a new XP framework suitable for security
standards is necessary to ensure user satisfaction. This
method aims to prevent and detect vulnerabilities during the
initial phase by implementing misuse cases during the
requirement and design stage, while performing iterative risk
assessment.

However, this secure XP model based on S30 can be used as
a guideline for future research in terms of improving the
security issues in XP during each phase of development.

Q4: What is the level of acceptance for the XP model in a
real-world software development environment?

Information regarding the level of acceptance for the XP
model in an SE environment can be found in case studies S9,
S24, and S41. These papers claim that XP practices are not
enough to cover all the development processes. This is
because some practices are suitable for favorable
environments at a company with the necessary cultural
aspects. However, some may encounter hostile cultural
aspects during implementation.

S14, S36 and S39 primarily mention the adoption of XP
among undergraduate students. In addition, S36 makes a
recommendation for making XP more secure based on a case
study conducted during a classroom discussion. This case
study begins by suggesting ideas for how XP can be made
more secure after students have applied the twelve practices
to the XP process in their group projects.

Meanwhile, S17, S26 and S38 propose the acceptance of
agile in real-world SE teams. S3 and S31 discuss the
acceptance of software security in the life cycle and focus on
preventing issues related to real systems. A similar
Malaysian case study is discussed in S25.

Based on the discussion and the answered research
questions, it can be concluded that it is feasible to integrate
security elements in the XP process that will bring benefits
to the development teams. In doing so, vulnerabilities will be
reduced during the system development process, instead of
being corrected during the testing or maintenance phases.

Table 8: Number of papers based on the questions
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[Q4] What is the level of
acceptance in a software
development environment
regarding the XP model?

3 42

Number of | Number of
Question related unrelated
papers (Y) | papers (N)
[Q1] Have the security
elements been discussed for XP 6 39
and how much research have
they been mentioned in?
[@2] How much research
mentioned security elements 18 27
that could help in this study?
[Q3] Are there any
particular models or 2 43
frameworks that relate to secure
XP methodologies?

Table 8 shows the total number of papers based on the
research questions. Referring to Appendix A, these collected
papers were categorized according to four questions that
were formed to locate related papers.

As depicted, Q2 holds the highest number of papers (18). Q3
held the lowest number of papers (2). The majority of papers
found were not related to Q2, as these primarily discussed
basic XP security, and only partially proposed security
issues. However, these unrelated papers helped to provide a
deeper understanding and provided fresh ideas for future
research.

4 Conclusion and Future Research

Based on this SLR, we can conclude that some researchers
do agree that XP is compatible with software security
engineering. However, as such research is still at the
beginning stages, specific ideas have yet to be proposed.
Some researchers, however, do not agree that security
elements could be fully integrated into XP. It is believed that
such a risky endeavor could affect the entire software
process. For example, the XP development process does not
encourage intensive documentation, whereas security
artifacts such as misuse cases, attack trees, attack patterns
and secure architecture design are necessary for risk
assessment. These concerns become even more important if
specific activities, such as design documentation and
architecture, are not clear and necessitate re-iteration. This
means that detailed design artifacts are important for
software engineering standards, for a solid understanding of
the flow of a system process, and for vulnerability detection
during implementation.

Even so, there have been some attempts to integrate XP and
security and reduce issues that occur during the process. We
noticed that, if software is created with security qualities but
no proper security management, the software development
teams would experience terrible results. On the other hand,
the software system may be developed and delivered on-
time but not equipped with security elements.

Based on the findings of this research, we have come to the
conclusion that the existing XP process has limitations in
supporting secure software engineering practices. Pair--
programming, coding standards, and refactoring help secure
coding during the implementation phase. However, as it is
not equipped with security elements overall, this does not
provide any guidelines towards secure software engineering.
Based on these findings there is a need to propose security
practices, roles and guidelines in order to extend existing
agile XP practices.
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APPENDIX A. SYSTEMATIC REVIEWS ON EXTREME PROGRAMMING
ID Author Year Title Type Q1 Q2 Q3 Q4
S1 Soft Security Engineering: A Guide for Project
Allen et al. 2008 oftware Security Engineering: uide for Projec Book N v N N
Managers
S2 A irical study of relationshi t
Alshayeb and Li 2006 N empirica’ study of refationsnips among extreme Journal N N N N
programming engineering activities
S3
Ann and McGraw 2010 Interview: Software Security In The Real World Proceeding N Y N N
S4 Evaluating Pair P i ith R t t
Arisholm 2007 vauating mair Frogramming with Respect o Proceeding N N N N
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